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I 2>^it jli J 2>V» H J\ | jLiafl jAfJi I^ijli J I 2 | cr*M ^ j« | ^ j« 

o * <g£9 



cUl5>i3 QJJ\ Qj&j$ fiSAs. ^UjuuJI 

PM 04:25 clcLuJI qfi*k 24 Juuo :ojK dJ Ojbj ^1 

.cJLujj 30 ^^joj^o <jjo ,0 jjS: :cL^bJI JjLuj^JI 


4 til* (Tails ) S j^iili Jli ^KmII JjL&ii ^ ! - ^ 













□ d #1 






5,497 ioISjUuJI 










CSWuJI ^puuULAJI Iji9IjJ0 



4 cudb* (Tails ) 6>£l jJI Adld iSvaj^juoJI >*^LoJI JjiAjUjuJI />LbJ 

www.shamikh1.inf o/vb/showthread.php?t=1 79508 

http://www.sham ikh1.info/vb/showthread.php?t=1 79656 

j>»Sn <> u jjc- j presistence & j 

http://www.shamikh1.info/vb/showthread.php?t=180128 

presistence ^b^! 
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presistence Jj* LjUa^ 



presistence : ^jSn 4iaiiii 



uiLuSI 



configure > u 



lift 4_^j*ulLui 



Personal Data 



dj 4^aliJ) tej^L £1 ^tuu jtpJ) 



GnuPG 



open gpg ^Ua^i jj ^ aAL^ j ji jjiu^i ^jjii^i 



SSH Client 
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ssh silent Ji <^ jji^i ji ^alas js* £itt*yt 

~/.ssh/config 

Pidgin 

a 

Otr JW ^iJl jA&tfl £*jlLu £lttatft 

pidgen J) <> ^ >^ Vj ftvwj ^ j^ji ^jia-* 

Claws Mail 




GNOME Keyring 

o 

APT Packages 
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apt-get j^t <> ^ 

APT Lists <^ j-Al J#ti2 6- *Y j 
APT Lists 



apt-get update >Ai HkjX ? ^ 



APT Packages >^ J*** 5 6* -V* j 



presistence j^i ^» ^ 4.^tai) ujUIaJl jati^v) 

Custom directory 
presistence J*t^ ^ 

A1SLjA\ AAlaJ) ^ Aju^ Ujlkl Ui <#l 




Dotfiles 
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| Places 


System #QAB 


i Accessories 


> 




Graphics 


> 




Internet 


> 




y£ Office 


> 




<J Programming 


> 




f|Q Sound & Video 


> 




^tj^ System Tools 


> 






rtk 




Universal Access > 1 1 jj Delete pely_J:ent volume 

Tails USB installer 



□ ji #2 



presistence Jj^ ^tiaaau : a-jijIi aLaUi 
^ j tails trffci* a& V presistence ^ -1 

Aaiac c^mA p (jto presistence -6 

Sjic-j <> Aila. jju ji) presetence f ^! -7 

tails 

4^ presetence <^ tails £j -8 

tfjlj S>4 t jjjmn Slc-l j tails 

presestence *uu*j ^ jj AaUa) ^ ^ y -9 

jjjfl jxiJ ijjfl jJL^a S^b ^ jtt ci 



■ 



5,497 jU^JI 
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□ Jl #3 



fi* «| vUmsj « 



5,497 jU^JI 






^jj^iii ^uiiit L_^ij-a 



4^i^a j t^j&jji ^aj^ ^l^jfiliij o^*J J 

^uib iLk jjiib J^22 tails Ji J*aJ j 





Places System ^H* (|| Bl 


£ Accessories > 
Graphics > 


lM£ ° CU*>pfftiu|l 


Help 




o 


^fc Claws Mail 

4/ Gobby Collaborative Editor (0.4) 
4/ Gobby Collaborative Editor [0.5] 

a 

r i| Iceweasel Web Browser 

f*^l| Liferea Feed Reader 

ffi Pidgin Internet Messenger 


Office > 
Programming > 
Sound St Video )> 
{Q) System Tools > 

% Tails > 
Universal Access > 


diiuiiyinuus, su use il c, 

1 

Tails includes an "Unsafe 
Browser. Its red/yellov 




^ Vidalia O 



Do you really want to launch the Unsafe 
Browser? 

Network activity within the Unsafe Browser is not anonymous, 
Only use the Unsafe Browser if necessary, for example if you 
have Co login or register to activate your internet connection. 



Exit 



.This image has been resized. Click this bar to view the full image. The original image is sized 1024x768 r 
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Applications Places System *^ 



Tails - Warning! The web browser you are currently using is not anonymous! - keweasel (as clearn 

File Edit View History Bookmarks Tools Help 
Tails - Warning! The web browser,.. ■ 



Q § J^J 4*) Sun 0ct 7 ' 10:09 AM © 
a^jj B (§11)1*1 



file :///usr/share/doc/t ails/We bsite/misc/u|nsafe_browser_warning .en .html 



v © 1l_J v Wikipedia (en: 



English DE ES FR PT ; 




Warning! The web browser you are 
currently using is not anonymous! 



You are currently using the Unsafe Browser. As its name suggests, the Unsafe Browser's 
network activity is not anonymous. If you want a safe, anonymous web browser, please 
shut this browser down immediately and start the following web browser instead: 
Appltations -» internet -* fceweasel. 

If you want to login to a captive portal to get Internet access (as is commonly necessary at 
Internet cafes, libraries, schools and other public places and businesses), try visiting any 
web site you know of by entering its address in the address field above. The web site you 
choose should preferably be common to your geographic location in order to raise less 
suspicion (good examples of such pages are search engines, news papers' home pages 
and similar). Once you've done that you should be redirected to the login page instead, and 
once logged in you should have Internet access so that you can start your anonymous 
activity by using other applications than the Unsafe Browser. 



I 

I 



i 
I 

1 

if 

i 

1 




Tails - Logging in to ca... || jU| Kingston DT 101 II [Kin... || Tails - warning! The we... | 



□ ^ #4 




41 


5,497 jLUi 




















dial up Voiij JijaJ) j ^ j 






<-jjjS vpn j 




https://tails.boum.orq/todo/vpn support/ 
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I2P £^ : ^LiUl 



1 Places System ^ Ml 


£ Accessories > 
Jjfe Graphics > 


Help 






Claws Mail 
4/ Gobby Collaborative Editor [0.4] 
4/ Gobby Collaborative Editor (0.5) 


V[ Office > 
<iT Programming > 
HQ Sound & Video > 
{Q) System Tools > 
% Tails > 
Universal Access > 




p 4 Ic JOasel Web Browser 

Liferea Feed Reader 

Pidgin Internet Messenger 
/j\ Unsafe Web Browser 
j Vidalia 

«u ue diLE^Heu Lnruuun 1 z r vid iiLLp.yj'www. izy^ 


being a closed clarkneto? 
run an anonymous serve 
the . i2p top level dome: 
the I2P homepage can ah 





□ ^ #5 


<SAa 34 ^ 


5,497 jU-ll 





<>VI ufliaJI ; ^Jl^Ij 



19 folder - File Browse 




1 


File Edit View Go Bookmarks Help 


Sack v 


s a 


0 100% [Gj 


Icon View 


ft 





Places^ 



O disk 



E3 amnesia 
El Desktop 
lJ File System 
91 Network 
J boot 

J 39 GB Encrypted 
Q 632 MB Filesystem 
L J disk 
% Trash 









■ 











3 items selected (0 bytes} 
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r" 






File Edit View 


Go Bookmarks Help 






Back v 


^ S _ 100% Z: Icon View 


■A 
1 V 


Q. 



Plaeesv 



at- 



disk 



folder 



amnesia 
Eg Desktop 
U File System 
S Network 
lJ boot 

lJ 39 GB Encrypted 
□ 632 MB Filesystem 
C3 disk 
B Trash 



movie, a vi 



fc3 Op en 




« Cut 




Copy 




Make Links 




Copy to 


> 


Move to 


> 



Delete each selected item 



Move to Trash 

0 Compress, „ 
Encrypt,., 
Sign 




* Wipe available diskspace 
i^i firoperties 



Are you sure you want to 
wipe the 3 selected items? 



if you wipe an item, it will not be recoverable , 
> Options 



Help 



£ancel 




q 



Wipe successful. 

Item(s) haMe been successfully wiped. 



Close 



9 of 19 



25/11/1433 05:46 ? 



ejSlill jSli jJjUaII Jjt ^Uaj ( Tails) f C ^^"^ " 4 



https://178.211.43. 114/-shamikfa/vb/showthread.php?p=l 059222866 



► apt io ns 
Belt 



Are you sure you want to wipe "l.DOC"? 

If you wipe an item, it wll net be recoverable 



Htlp_| 



li£ipe 



S3 



# 



Are you sure you want to wipe "l.DOC"? 

If you wipe an item, it will not be recoverable. 



▼ Options 



Number of passes: 2 (advised for modern hard disks) C 

□ Fast and insecure mode [no /dev/urandom, no synchronize mo^j} 

□ Last pass with zeros instead of random data 



Help 



Cancel 



Wipe 



# 



Are you sure you want to wipe "l.DOC"? 

If you wipe an item, it will not be recoverable. 



^ Options 
Number of passes 



2 (advisecrrar modern hard disks) 
□ Fast and insecure n 1 (only protects against software attacks) 



□ Last pass with zeros instead of random data 



Help 



Cancel 



Wipe 



Are you sure you want to wipe "l.DOC"? 

If you wipe an item, it will not be recoverable. 



V s Options 
Number of passes: 



38 (Gutmann method for old disks) 



□ Fast and insecure mode [no /dev/urandom, no synchronize mode) 

□ Last pass with zeros instead of random data 



Help 



Cancel 
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File Edit View Go Bookmarks Help 


Back v ^ 100% H Icon View Z 


Places v x [7] [(3 disk | folder 


Si amnesia 

Perl Deskton 

File System 
fij Network 
■ boot 

lJ 39 GB Encrypted 
Q 632 MB Filesystem 
Odi*k - 
Trash 


1 


fa Create £oldar 

Create Document > 

Arrange Items > 

Paste 

2oom in 
Zoom Qut 
@ Normal Si^e 

±j Properties 




overwrite available diskspace in t 









♦ 



Are you sure you want to wipe 
the available diskspace on the "/ 
media/disk" partition or device? 



This operation may take a while. 
> fiptions 



Help 



Cancel 



Wipe available diskspace 



folder - File Browser 



- n Mx 



File Edit View Go Bookmarks Help 



Back v 



©8 CJ Wte* i£j 



Icon View 



Places^ [T| [odis k folder 



■ 



□ 



amnesia 
Desktop 
File System 
Network 
boot 

39 GB Encrypted 
632 MB Filesystem 
disk 
Trash 



00000000- 000 



Manager 




1 item. Free space: 3.3 GB 



0 



Wipe successful 

Available disks p ace on the partition or device "/ 
media/disk 11 have been successfully wiped. 



£bse 
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#Are you sure you want to wipe the 
available diskspace on the "/" partition or 



device? 

This operation may take awhile. 



► (Options 

J5= 



Help 



Cancel 



Wipe available diskspace 



Are you sure you want to wipe the 
Wgr available diskspace on the "/" partition or 
device? 

This operation may take a while. 



Options 



Number of passes: 2 (advised for modern hard disks) 

□ Fast and insecure mode (no /dev/urandom, no synchronize mode) 

□ Last pass with zeros instead of random data 



I * 



Help 



Cancel 



Wipe available diskspace 



HI 



g)1 



« 



Are you sure you want to wipe the 
available diskspace on the "7" partition or 
device? 



This operation may take a while. 



V Options 
Number of passes: 



38 (Gutmann method for old di 



2 (advised \_j|modern hard disks) 

□ Fast and insecure mode [no /dev/un 1 (only protects against software attacks) 

□ Last pass with zeros instead of random data 



Help 



Cancel 



Wipe available diskspace 



#Are you sure you want to wipe the 
available diskspace on the "/" partition or 
device? 

This operation may take awhile. 



▼ Options 
Number of passes: 



38 [Gutmann method for old disks) 



□ Fast and insecure mode (no /dev/urandom, no synchronize mode) 

□ Last pass with zeros instead of random data 



Help 



Cancel 



Wipe as/ftlable diskspace 



a^bl 



□ Ji #6 



3iAi 25 ^ i 
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5,497 :c*J±l\ ^ ^ gj 



Applications 



Places System 



I Accessories 
Jjfc Graphics 
Internet 
^ Office 
~ Programming 
Sound & Video 




— File Browser 1 * Manage Drives and Media 
P Log Ffle Viewer 
WhisperBacfc 



Storage Devices 



I j Local Storage 

amnesia@localho5t 



y\_ RATA Host Adapter 

[Vj IDE Controller 

40 GB Hard Disk 



\_j* a Peripheral Devices 

1 ' USB, RreWire and other peripherals 

597 MB File 

{= = i filesystem.squashfs 



CD/DVD Drive 
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Storage Devices 



H| Local Storage 

=a amnesia@localhost 

a RATA Host Adapter 

I V I IDE Controller 

, 40 GB Hard Disk 

— j Peripheral Devices 

' " USB, RreWire and other peripherals 

597 MB File 

L =^ filesystem.squashfs 



Q 



Kingston DataTraveler G3 

Kingston DataTraveler G3 



CD/DVD Drive 



Format Drive 



Drive 






Model: 


Kingston DataTraveler G3 


Serial Number: 


Firmware Version: 


PMAP 


World Wide Name: - 


Location: 




Device: /dev/sdb 


mite Cache: 




Rotation Rate: 


Capacity: 


3.9 GB (3,918,495,744 bytes) 


Connection: USB at 480.0 MB/s 


Partitioning: 


Master Boot Record 


SMART Status: • Not Supported 


■ Format Drive 

Erase or partition the drive 


, ■ Safe Removal 

Power down the drive so it can be removed 


Benchmark 

Measure drive performance 





Format ^ -k*^ 



Format Kingston 



H 



Scheme: 



Master Boot Record 



a- 

V 



The Master Boot Record scheme « compatible with 
almost any dc vke or system but has a number of 
limitations with respect to disk size and number of 
partition** 



Cancel 



Format 



^ Format J* 
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Are you sure you want to format the drive? 

This operation concerns the drive 'Kingston 
DataTraveler G3* (Kingston DataTraveler G3) 



cancel 



Format 



Create Partition J* &Ja\ 



Volumes 




Usage: Unallocated Space 

Partition Type: - 

Jjjp Create Partition 

Create a new partition 



Device: /dev/sdb 

Capacity: 3.9 GB (3,918,495,744 bytes) 



r eate partition on Kingston DataTiaveler G3 



Size: 



2,0 GEE 



1.959 GB 



lype; Ext4 



This fate system is compatible with Linux systems only 
and provides d&$$K UNfx file permissions support, 



secret 



v i^ke ownership of filesystem 
^ Incrypt underlying device 



Cancel 



Create 



create J* JaLbi ^ijUaJi 6* *\4&i\ ^ 



id 



reate partition on Kingston DataTraveler G3 



Size: 



2.0 GB 



1.959 GB 



Type: E*t4 



H?fs fife sy&em fs compaitfdte w'tff Linux systems only 
*W #rw*fes cfcisOT CWX ffite permissions support. 



Manner 



secret 



fTI Tike ownership of filesystem 



Ml Encrypt underling device 



Cancel 



Create 
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create ^ -k*^ ^ 6^ j J^ J W 



To create an encrypted device, 
choose a passphrase to protect it 

Data on this device will he stored in an 
encrypted form protected by a passphrase. 



blew Passphrase; 
vVnfy Ra^phra^e 



#■ Forget passphrase immediately 

Rem ember p as 5 phrase until you Jog out 
O Bern ember forever 



Cancel 



Create 



Volumes 



Enciypted 
2.0 GE 


Free 


secret 
2.0 GE ext4 


2.0 GE 


Usage: Encrypted Volume [Unlocked) 


Device: /dev/sdbl 


Partition Type: Linux (0x83) 


Partition Label: - 


Partition Flags: - 


Capacity: 2.0 GB [1,958,890,496 bytes) 


/ Format Volume 

Erase or format the volume 


Edit Partition 

Change partition type, label and flags 


^0 Delete Partition 
Delete the partition 


jj| Lock Volume 

Make encrypted data unavailable 


Change Passphrase 

Change passphrase 





(D Appli 



lie at ions 




System 



Home Folder 
Desktop 



SB Computer 
. boot 
39 GB Encrypted 
t_j 597 MB Filesyst&m 



E 



& secret 

Network 

sftp for unoon 10.35.36.184 
Connect to Server.,. 



Search for Files,., 
^ Recent Documents 
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(0 Applications 


1 System 




^S) Home Folder 






Desktop 






■■ Corr pLter 






boot 






39 GB Encrypted 






Q 597 MB Rlesystem 












» Ne&work Mount 2,0 GB Encrypted 




Connect to Server ., 






1^ Search for Files,., 






^ Recent Documents > 





jiji 



Enter a password to unlock the volume 



The device ^Kingston DataTraveler G3* contains 
encrypted data on partition 1. 



Ga s sword: 



® Forget password immediately 

Remember password until you logout 
Remember forever 



Cancel Connect 



\J 



© 



Unable to mount 2.0 GB Encrypted 

Error unlocking device: crypts at up eacit«d with exit code 234: 



£lose 



This image has been resized. Click this bar to view the full image. The original image is sized 800x550 i 
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Fib Edit View Go goo If marks Help 

Back v rf Forward v ^ # (gj 



<3 100% l2j 



icon View 



Places v 1 <J[ LjMcr«t | 



jj amnesia 
£Eg Desktop 

File System 
S Network 
_) boot 

_J 35 GB Encrypted 
MB File system 



'Trash 



lost+found 



1 item r Free space: 1.7 GB 



o^jiii ^ijij 





Q Compress... 
[2] Format... 


Eject 






bareiy Kemove Drive 

■i 




\gl Properties 


secrel 


1 



«l « 



□ ^ #7 






5,497 


















https://tails.boum.orq/doc/first steps/persistence/index.en.html 






https://tails.boum.org/doc/first steps/persistence/warnings/index.en.html 
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https://tails.boum.org/doc/first steps/persistence/use/index.en.html 
https://tails.boum.org/doc/first steps/persistence/delete/index.en.html 
https://tails.boum.org/doc/anonymous internet/networkmanager/index.en.html 
https://tails.boum.org/doc/anonymous internet/unsafe browser/index.en.html 
https://tails.boum.org/doc/anonymous internet/vidalia/index.en.html 
https://tails.boum.org/doc/anonymous internet/iceweasel/index.en.html 
https://tails.boum.org/doc/anonymous internet/pidgin/index.en.html 
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